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Quantum Zero-Error Secrecy Capacity
Elloá B. Guedes and Francisco M. de Assis

Abstract—Aiming at transmitting secret classical messages
through noisy quantum channels, the present work proposes
quantum codes in which no decoding erros occur nor information
leakage out to a wiretapper. These codes are based on errorfree codes and on decoherence-free subspaces and subsystems.
A consequence of such proposition is the rise of the quantum
zero-error secrecy capacity (ZESC), the maximum rate in which
information can be transmitted through a noisy quantum channel
using such codes with unconditional security. We also propose
a graph-theoretic approach to obtain ZESC, and show that, in
certain situations, this capacity is single-letter characterized.
Index Terms—Decoherence-Free Subspaces and Subsystems;
Quantum Secrecy Capacity; Quantum Zero-Error Capacity.

I. I NTRODUCTION
UANTUM information theory deals with problems related to information treatment and transmission through
quantum channels. Its research areas include the study of
quantum error-correction codes, quantum entanglement, and
quantum channel capacity [1]. The capacity is defined as the
transmission rate optimized over all possible quantum codes
such that decoding errors vanish in the limit of asymptotically
many uses of the channel.
In the case of noisy channels, the interaction with the environment and the subsequent decoherence is a source of errors
and information leakage out to a wiretapper. Then, the secrecy
capacity of a noisy quantum channel is the transmission rate
optimized over all possible wiretap codes such that decoding
errors between legitimate parts and information leakage to a
wiretapper vanish in the limit of asymptotically many uses of
the channel [2] [3].
For overcoming decoherence, some good methods have
been proposed such as quantum error-correcting codes,
dynamical decoupling, decoherence-free subspaces and
subsystems (DFS), and so on [4]. Regarding DFS, in
particular, if the error operators that affect the qubits have
some symmetries, then the qubits will suffer from the same
noise in the quantum channel and that will compensate the
resulting effects, keeping the invariability of these states, what
means that no decoherence takes place in such subspaces and
subsystems [5].
Taking advantage of DFS to prevent information leakage
out, Guedes and de Assis [6], [7] showed that quantum
codes built with states from a DFS are instances of wiretap
codes with the particularity that no information is gathered
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by the wiretapper. They also showed that the rate of these
codes can reach the maximum rate of the channel to send
ordinary classical information, i.e., the Holevo-SchumacherWestmoreland (HSW) capacity [8], [9].
Medeiros et al. [10] proposed a method to find DFS in
error-free quantum codes, based on a technique for obtaining
DFS created by Choi and Kribs [11]. Based on such ideas,
the present paper characterizes a strategy to obtain (when
possible) wiretap codes from error-free quantum codes, with
the particularity that no decoding erros occur nor information
leakage. It results in a new concept: the quantum zero-error
secrecy capacity (ZESC), defined as the maximum rate that
information can be conveyed through a noisy quantum channel
using such codes and with unconditional security.
We show a graph-theoretic approach to ZESC, taking advantage of a similar procedure to the quantum zero-error capacity
[12]. We also show that ZESC, in certain situations, has a
single-letter characterization. It contrasts with the secrecy capacity of quantum channels which, so far, has been considered
as not having a computable version [2].
The rest of this paper is structured as follows. Section II
introduces the concepts regarding decoherence-free subspaces
and subsystems as well as a method for obtaining them;
Section III recalls the results of Guedes and de Assis [6], [7] on
the use of DFS to build wiretap codes; Section IV introduces
the theory of quantum zero-error capacity, including its graph
theoretical approach, and the relation between error-free codes
and DFS. Our main results are presented in Section V in
which ZESC is formalized, its relation with Graph Theory is
established, and detailed examples are presented. Relations of
such propositions with already existing works in the literature
are discussed in Section VI. Lastly, final remarks are presented
in Section VII.
A. Notation and Conventions
Here we introduce some notation and conventions that will
be used throughout the paper. Logarithms are taken on base
2. Let B(H) denote the set of operators in a d-dimensional
Hilbert space H. The quantum information theory measure S
denotes the von Neumann entropy; and χ denotes the Holevo
quantity. Tr denotes the partial trace over a quantum state.
Moreover, we use the Dirac notation to denote quantum states
and operations.
II. D ECOHERENCE -F REE S UBSPACES AND S UBSYSTEMS
Due to decoherence, a quantum system may begin to lose
energy into the environment and decay to a ground state,
its relative phase may be erased and, thus, the information
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it carries may be lost [13]. In this section, we will show
how to avoid these undesired effects despite the existence of
decoherence.
Let a closed quantum system be composed by the system of
interest S defined on a Hilbert space H and by the environment
E. The Hamiltonian that describes this system is defined as
follows

H = HS ⊗ 1E + 1S ⊗ HE + HSE

(1)

where 1 is the identity operator; and HS , HE and HSE
denote the Hamiltonians of system, environment and systemenvironment interaction, respectively.
In order to prevent errors, it would be ideal that HSE
were equal to zero, indicating that system and environment
are decoupled and evolve independently and unitarily under
their respective Hamiltonians HS and HE [5]. However, in
practical scenarios, such an ideal situation is not possible since
no system is noiseless. So, after isolating a system to the best
of our ability, we should aim for the realistic goals of the
identification and correction of errors when they occur and/or
avoiding noises when possible and/or suppressing noise in the
system [4].
If some symmetries exist in the interaction between the system and the environment, it is possible to find a “quiet corner”
in the system Hilbert space not experiencing decoherence. Let
{Ai (t)} be a set of operators in the operator-sum representation (OSR) corresponding to the evolution of the system.
We say that a system density matrix
ρS is invariant under
P
†
the OSR operators {Ai (t)} if
A
(t)ρ
S Ai (t) = ρS . We
i i
are now able to define the decoherence-free subspaces whose
states are invariant despite a non-trivial coupling between the
system and the environment.

The notion of a subspace which remains decoherence-free
throughout the evolution of a system is not, however, the most
general method for providing decoherence-free encoding of
information in a quantum system [5]. Knill et al. [14] discovered a method for decoherence-free encoding into subsystems
instead of into subspaces which is presented below.
Definition 2. (Decoherence-Free Subsystem) Consider a decomposition of the whole Hilbert space H = (HA ⊗ HB ) ⊕ K,
where dim(H) = dim(HA ) · dim(HB ) + dim(K). A subspace
HB of the full Hilbert space is a decoherence-free subsystem
if
∀ρA , ∀ρB , ∃τ A : E(ρA ⊗ ρB ) = τ A ⊗ ρB
A

where ρ , τ

A

A

B

(4)

B

∈ B(H ), and ρ ∈ B(H ).

In fact, B is said to encode a decoherence-free subsystem
if (4) is satisfied. In particular, when dim(HA ) = 1, B is a
decoherence-free subspace.
To make explicit the difference between decoherence-free
subspaces and subsystems, consider the encoding of a generic
qubit α |0i + β |1i into α |01i + β |10i. In this case, the
information has been encoded into a subspace of the two qubit
Hilbert space. Suppose now that the information is encoded
only into the first qubit of the two qubits available, i.e.,
α |0i+β |1i 7→ (α |0i+β |1i)⊗|ψi. Since this second encoding
is a one-to-many mapping from the quantum information in
one qubit to a two qubit Hilbert space, then it is said that the
information has been encoded into a subsystem [15].

Let the Hamiltonian
of the system-environment interaction
P
be HSE =
j Sj ⊗ Ej , where Sj and Ej are the system
and environment operators, respectively. We consider that
the environment operators Ej are linearly independent. The
symmetries required to define a decoherence-free subspace
are described in the theorem below. For a detailed proof or
different formulations see [5, Sec. 5].

A. A Method for Obtaining DFS
In practice, identifying a useful symmetry and taking advantage of it can be very difficult [4]. To overcome such problem,
Choi and Kribs [11] proposed a systematic method to identify
DFS when the model of errors is known.
Let E : B(H) → B(H) be a quantum operation. We shall
write E ≡ {Ea } when the error model for E is known. The
operation elementsP{Ea } determine E through the familiar
OSR, i.e., E(σ) = a Ea σEa† .
0
The noise commutant A for E is the set of all operators
in B(H) that commute with the operators Ea and Ea† . In the
0
unital case (E(1) = 1), every σ ∈ A satisfies E(σ) = σ. As
0
a consequence, A is a †-algebra generated by Ea , which is
called interaction algebra associated with E.
However, not all channels are unital and, because of that,
it is necessary to propose a more general approach. In these
0
more general cases, all that can be said for operators σ ∈ A is
that they satisfy E(σ) = σE(1) = E(1)σ. Given a projection
P in B(H), the goal will be the identification of a subalgebra
P B(H)P with the algebra B(P H).

Theorem 1. (Decoherence-Free Subspace Conditions) A
subspace H̃ is decoherence-free iff the system operators Sj
act proportional to the identity on the subspace:

Theorem 2. (Choi and Kribs [11]) Let E = {Ea } be a
quantum operation on B(H). Suppose P is a projection on
H such that

Definition 1. A subspace H̃ of a Hilbert space H is called
decoherence-free with respect to a system-environment coupling if every pure state from this subspace is invariant under
the corresponding OSR evolution for any possible environment
initial condition:
X

Ai (t)|k̃ihk̃|A†i (t) = |k̃ihk̃|, ∀|k̃ihk̃| ∈ H̃, ∀ρE (0)

(2)

i

Sj |k̃i = cj |k̃i

∀j, |k̃i ∈ H̃

(3)

E(P ) = P E(P )P

(5)
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Then Ea P = P Ea P , ∀a. Define

build from the states of a DFS according to the following
definition.




0
AP ≡ σ ∈ B(P H) : [σ, P Ea P ] = 0 = σ, P Ea† P

(6)

and
FixP (E) ≡ {σ ∈ B(P H) : E(σ) = σE(P ) = E(P )σ,
†

†

†

E(σ σ) = σ E(P )σ, E(σ, σ ) = σE(P )σ

(7)

†

(8)

Then FixP (E) is a †-algebra inside B(P H) that coincides
0
with the algebra AP ; that is
0

FixP (E) = AP

(9)

Projectors P satisfying (5) have some properties. For instance, a quantum channel E ≡ {Ea } acts in a quantum state
0
σ ∈ AP projecting it into another state σ 0 in the subspace P .
To show this, we have
σ0

= E(σ)
= σE(P )
= (P σP )(P E(P )P )
= P [σP E(P )]P ∈ B(P H)

(10)
(11)
(12)
(13)

Definition 3. Let H̃ be a DFS spanned by a set of eigenvectors
{|k̃i}, i.e., H̃ = Span[{|k̃i}]. A set of codewords of length n
(n = dim(H̃)) for a set U of classical messages is a set of
input states labeled by messages in U, K̃(U) = {k̃(u) : u ∈
U} ⊆ H̃, and a decoding measurement
P composed of a set of
positive operators D̃u , u ∈ U with u∈U D̃u ≤ 1. The pair
(K̃(U), {D̃u : u ∈ U}) is called a QEAC of length n for the
set U of messages. The rate of this code is n1 log |U|.
Using the code defined, if Alice wants to send a classical
message u through the quantum channel E, now she encodes it
according to the QEAC defined over H̃, obtaining k̃(u). When
she sends it through the communication channel, the message
interacts with the environment (which is assumed to start in
a pure state |0E i). This scenario is depicted in Figure 1. Bob
then receives ρBob (k̃(u)) and Eve receives ρEve (k̃(u)), which
are given by:

ρBob (k̃(u))
ρEve (k̃(u))

h
i
TrE E(k̃(u) ⊗ |0E i h0E |)
h
i
= TrB E(k̃(u) ⊗ |0E i h0E |)

=

(14)
(15)

In this particular case, we have E(σ) = σ only if E(P ) = 1.
The next step is to show how projectors with such characterization identify the DFS in a quantum operation E.
Theorem 3. (Choi and Kribs [11]) Let E be a quantum
operation on B(H). Let P be a projection on H that satisfies
(5) and let P H = ⊕k (HAk ⊗ HBk ) be the decomposition of
0
P H induced by the †-algebra structure of AP = FixP (E).
Then the subsystems HBk , with dim(HBk ) > 1, are each
decoherence-free subsystems for E.
It is possible to say, thus, that the essence of this method
consists in the determination of all projectors P satisfying
0
(5). From this, the structure of AP = FixP (E) can be used to
determine the states belonging to the DFS.
An important remark about this method is its optimality,
i.e., it is able to obtain all projectors satisfying (5) (vide
[11, Theorem 3]). So far, however, there is no computational
procedure already implemented to automatize the execution of
this method.
III. S ECRECY C APACITY AND D ECOHERENCE -F REE
S UBSPACES AND S UBSYSTEMS
In a recent work, Guedes and de Assis [6], [7] investigated
the impacts of the use of DFS in Quantum Communications.
They considered the case that a sender (Alice) wants to convey
secret classical messages through a quantum channel to a legitimate receiver (Bob). These messages must be protected from
a wiretapper (Eve) that has full access to the environment.
To exchange the messages without being deceived by Eve,
Alice and Bob use a quantum error-avoiding code (QEAC)

Fig. 1: General idea of the scenario described.
Since Alice used a QEAC, then the existing dynamical
symmetry protected the quantum information from the interaction with the environment. It means that the joint evolution
of the system and the environment occurred in a decoupled
way. Hence, the state ρBob (k̃(u)) is given by:
h
i
ρBob (k̃(u)) = TrE E(k̃(u) ⊗ |0E i h0E |)
#
"

X 
†
= TrE
Ai k̃(u) ⊗ |0E i h0E | Ai

(16)
(17)

i

h
i
= TrE k̃(u) ⊗ ρE

(18)

= k̃(u)

(19)

where (18) is due to the invariance of a state of the DFS
under the OSR operators. The information accessible by Bob
is upper bounded by the Holevo quantity which is given by
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!

χBob = S


X
X
pu ρBob (k̃(u)) −
pu S ρBob (k̃(u)) (20)
u



u

where pu is the a priori distribution of the symbols in U. Eve,
in turn, will try to build a POVM based on the typicality of
the sequences she gathers, following a strategy presented in
[2, Sec. 4].
Using the theory of quantum wiretap channels [2], [3],
Guedes and de Assis [6] showed that the information leaked
out to the wiretapper is zero and that the secrecy capacity of
such scenario is equal to the HSW capacity as showed in the
theorem below.
Theorem 4. (Guedes and de Assis [6]) The secrecy capacity
of a quantum channel E which has a DFS H̃ is


CS,DFS (E) = max χBob
{P }

(21)

where the maximum is taken over all probability distributions
P over U; and χBob is the Holevo quantity given in (20).
This implies that the secrecy capacity when a QEAC is
used can reach the maximum rate of classical information
transmission through the channel.
IV. Z ERO -E RROR C APACITY OF Q UANTUM C HANNELS
The zero-error capacity of a discrete classical channel was
first defined by Shannon [16] as the least upper bound of rates
for which one transmits information with zero probability of
error. Its quantum analogous, the quantum zero-error capacity
(QZEC) generalizes this concept to include quantum channels,
in a scenario where classical information is conveyed [12].
Given a quantum channel, we ask for the maximum amount
of classical information that can be transmitted through it with
a zero probability of error. Before defining such quantity, it is
necessary to define a quantum error-free block code that gives
a general idea of the communication protocol employed.
Definition 4. ((Kn , n) error-free quantum block code [17]) A
(Kn , n) quantum error-free block code for a quantum channel
E is composed of:
1) A set of classical messages {1, . . . , Kn };
2) An encoding function: X n : {1, . . . , Kn } → S ⊗n that
associates a product state to each classical message;
3) A decoding function g : {1, . . . , m} → {1, . . . , Kn }
which deterministically assigns a guess to each possible
measurement output y ∈ {1, . . . , m} performed by a
POVM M = {Mm }. The decoding function has the
following property
Pr[g(Y = y) 6= i|X n (i)] = 0, ∀i ∈ {1, . . . , Kn } (22)
The rate of this code is Rn =

1
n

log Kn bits per channel use.

Thus, we can now define the QZEC:
Definition 5. (Quantum zero-error capacity [17]) Let E(·) be

a positive, linear, trace-preserving quantum map representing
a noisy channel. The quantum zero-error capacity of E(·),
denoted by C (0) (E), is the least upper bound of achievable
rates with probability of error equal to zero, that is
C (0) (E) = sup sup
n

S

1
log Kn
n

(23)

where Kn stands for the maximum number of classical messages that the system can transmit without error, when a (Kn , n)
error-free quantum block with input alphabet S is used.
However, we are interested in a quantum channel where E
has a non-vanishing zero-error capacity. To guarantee this, it
is necessary that the set S contains at least two non-adjacent
states, denoted by ρi ⊥E ρj , where ρi , ρj ∈ S. By nonadjacent states we mean states that are distinguishable at
the channel’s end, i.e., the Hilbert subspaces spanned by the
supports of ρi and ρj are orthogonal.
In the attempt to reach the zero-error capacity, it is necessary
to take into account error-free quantum codes that maximize
the rate of transmission. It leads to the following definition.
Definition 6. (Optimum (S, M) for E [17]) The optimum
(S, M) for a quantum channel E is composed of a set
S = {ρi } and a POVM M = {Mm } for which the zero-error
capacity is reached.
A. Graph-Theoretic Approach
The zero-error capacity allows an interpretation in terms of
Graph Theory [17]. Given a quantum channel E and a set of
input states S = {ρ1 , . . . , ρ` }, it is possible to construct a
characteristic graph G = hV, Ei as follows:
• V = {1, . . . , `} is the vertex set containing the index set
of S;
• E = {(i, j)|ρi ⊥E ρj , ρi , ρj ∈ S, i 6= j}
This notion of characteristic graph can also be extended to the
n-product G n , where V = V n and E is composed of pairs of
such indexes whose corresponding sequences are non-adjacent
in E.
From this interpretation, it is easy to see that quantum states
corresponding to vertices in any complete subgraph of G are
mutually non-adjacent. Therefore, the maximum number of
messages that can be transmitted without error with a (Kn , n)
error-free quantum code with input alphabet S is the clique
number of G n , which is denoted by ω(G n ). This way, we get
an alternative and equivalent definition of the QZEC in terms
of Graph Theory.
Definition 7. (QZEC in terms of Graph Theory) The zeroerror capacity of a quantum channel E is given by
C (0) (E) = sup sup
S

n

1
log ω(G n )
n

(24)

where the supremum is taken over all subsets S of input
states, and ω(G n ) is the clique number of the n-product of
the characteristic graph G associated with S.
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B. Relation
Subsystems

with

Decoherence-Free

Subspaces

and

Medeiros et al. [10] investigated the relation between the
QZEC and DFS. Let a pair (S, M) be optimum in the sense
of Definition 6. Let {M1 , . . . , Mk } be a subset of M where
each Mi satisfies
E(Mi ) = Mi E(Mi )Mi
Mi Mj = δi,j Mi Mj

(25)
(26)

for all i, j ≤ k.
Select one state ρi = |si i hsi | from each subspace Pi H
satisfying [pi , Pi Ea Pi ] = 0 and pi , Pi Ea† Pi = 0. We can
construct a pair (S 0 , M0 ) where S 0 = {ρi },
Pkand a POVM
M0 = {M1 , . . . , Mk , Mk+1 },Mk+1 = 1 − i=1 Mi where
M1 , . . . , Mk satisfies Eqs. (25) and (26). We have, then, the
following theorem due to [10].
Theorem 5. Let the pair (S, M) be optimum in the sense of
Definition 6. Then the pair (S 0 , M0 ) is also optimum.
The results follows from Shannon’s concept of adjacencyreducing mapping [16]. In the quantum-zero error scenario,
this means a mapping of quantum states into letters ρi 7→
β(ρi ), with the property that if ρi and ρj are not adjacent in the
quantum channel then β(ρi ) and β(ρj ) are not adjacent. If all
input states in the optimum S can be mapped by an adjacencyreducing map into a subset of letters no two of which are
adjacent, then the zero-error capacity of the channel is equal
to the logarithm of the number of letters in this subset [10].
Let G(0 ) be the characteristic graph for (S 0 , M0 ) then
0

C ( ) (E) = sup
n

1
log ω(G(n0 ) )
n

(27)

Using results from adjacency-reducing map [16], the authors
0
showed that C ( ) (E) ≥ C (0) (E).
In summary, the authors show that if the optimum S
contains DFS, then the QZEC is readily calculated by finding
projectors fulfilling some properties. So, it is reasonable to
believe in a close connection between these subsystems and
any scheme allowing information transmission with error
probability equal to zero [10].
V. Q UANTUM Z ERO -E RROR S ECRECY C APACITY
We consider the same scenario described in Section III in
which Alice wants to send a secret classical message to Bob
through a noisy channel wiretapped by Eve who has full access
to the environment. This channel, in particular, has its zeroerror capacity a greater than zero.
Definition 8. Let E be a trace-preserving quantum map
representing a noisy channel. The error-model for E is known
and can be represented by the operation elements {Ea }, i.e.,
E ≡ {Ea }. We impose that E has a strictly positive zero-error
capacity, C (0) (E) > 0, reached by a optimum pair (S, M).

Let’s suppose that a subset M0 = {M1 , . . . , Mk } of
M satisfies the conditions of Eqs. (25) and (26) giving
rise to a pair (S 0 , M0 ) which is also optimum, with S 0 =
k
{ρi = |si i hsi |}i=1 , where each ρi belongs
to the subspace


Mi H satisfying [ρi , Mi Ea Mi ] = 0 and ρi , Mi Ea† Mi = 0.
The optimum pair (S 0 , M0 ) was obtained according to the
procedures described in Section IV-B. Due to that, it defines
a decoherence-free subsystem that can be used to encode
information that is free from a wiretapper, as it is going to
be proved by the following lemmas.
Lemma 1. The pair (S 0 , M0 ) is a quantum-error avoiding
code (vide Definition 3).
Proof: To prove this lemma we must show that it is
possible to characterize the elements of a QEAC from the
pair (S 0 , M0 ).
Let U = {u1 , . . . , uk } be a set of classical messages,
each uniquely associated to a state of S 0 . It defines a set
of codewords K̃(U) = {k̃(ui ) = ρi } ≡ S 0 of length n
(n = dim(H)). The decoding measurement is composed of
aPset of positive operators Mi ∈ M0 , i ∈ 1, . . . , |U|, with
k
i=1 Mi ≤ 1. Each Mi is uniquely associated with a message
ui ∈ U. So, the pair (K̃(U), M0 ) is a QEAC of length n with
rate n1 log |U|.
Lemma 2. The optimum pair (S 0 , M0 ) is a wiretap code1
with parameters (n, |U| , 0, 0)
Proof: In the previous lemma, it was proved that (S 0 , M0 )
is a QEAC. Guedes and de Assis [6, Lemma 1] established
a proof that every QEAC is a wiretap code with parameters
(n, |U| , λ, µ). The parameters n and |U| come from the proof
of Lemma 1. We must recall that the parameter λ regards the
average decoding error probability and that µ is the average
accessible information by the wiretapper. In this particular
case, we must prove that λ = 0 and µ = 0.
Since the pair (S 0 , M0 ) is optimum, then it allows the
channel E to reach C (0) , so the communication can be carried
out without decoding errors, what implies λ = 0.
Then we proceed to analyze the second criterion. Recall
from (18) that the final state of Eve is given by ρE which is
not known. Since Alice and Bob used states from a DFS, it
is possible to guarantee that the interaction Hamiltonian HSE
from (1) did not govern the joint evolution of system and
environment. Instead of that, each system evolved completely
unitary under its own Hamiltonian, i.e., the environment
suffered only the action of HE . It implies that the environment
ended in a pure state. Taking this fact into account, we can
obtain the Holevo quantity of Eve which is an upper bound to
her accessible information
1 The formal definition of a wiretap code and its requirements can be found
in [2, Sec. 3, Eqs. (9) and (10)].
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χ

Eve

= S(ρEve (k̃(u))) −

X

pu S(ρEve,u k̃(u)) (28)

u

= S(ρE ) −

X

pu S(ρEve,u k̃(u))

(29)

u

=

0−

X

pu S(ρEve,k k̃(u))

(30)

u

It is well known that the Holevo quantity χEve ≥ 0. Since
S(ρ) ≥ 0 for any ρ, and that the probabilities pu ≥ 0 for any
u, then it is the case that the remaining term is zero. Thus,
χEve = 0. Since the Holevo quantity is an upper bound for
the accessible information, then it is also equal to zero, what
implies µ = 0. This concludes the proof.
Although an optimum pair (S 0 , M0 ) defines a wiretap code
with parameters (n, |U| , 0, 0), it is not always the case that
is possible to extract a pair (S 0 , M0 ) from an optimum pair
(S, M). According to Lemma 1, we have that finding this
pair is equivalent to identify a DFS H̃. However, considering
practical scenarios, a DFS may exist although with a smaller
dimension than the one considered by the error-free code, i.e.,
dim(H̃) < n. This consideration leads to the definition of a
wiretap code (dim(H̃), |U| , 0, 0) which still allows the communication between the parties without decoding errors and
information leakage. Taking into account these considerations
and also the two lemmas previously proved, it is possible
to characterize a new capacity of quantum channels which
definition is given as follows.
Definition 9. (Quantum Zero-Error Secrecy Capacity) The
quantum zero-error secrecy capacity of a quantum channel
(0)
E, as given in Definition 8, is the maximum real number CS
such that for all  > 0 and for sufficiently large n there exists
a wiretap code (n, |U| , 0, 0) such that
1
log |U| + 
(31)
n
Two interesting features of the ZESC is that there are no
decoding errors, and the information leakage out to a wiretapper is zero. It is in contrast with the regular secrecy capacity
of quantum channels in which the decoding errors between
legitimate parts and information leakage to a wiretapper vanish
in the limit of asymptotically many uses of the channel.
The following theorem aims at quantifying ZESC.
(0)

CS ≤

Theorem 6. The zero-error secrecy capacity of a quantum
channel E as in Definition 8 is
(0)

CS

n
o
≡ min C (0) (E), CS (E)
(
1
≡ min sup sup log dim H̃
n n
H̃

(32)
n

)
, max χBob (33)
.
{P }

where n is the code length; the maximum is taken over all
probability distributions P over U; and χBob denotes the
Holevo quantity of Bob as given in (20).

Proof: This proof takes into account some facts about
quantum capacities of the channel E. Let C(E) denote the
ordinary classical capacity of E defined by the HSW theorem
[8], [9]; CS (E) be the secrecy capacity of E [2], [3]; and C (0)
be the zero-error capacity of E [12]. We have that CS (E) ≤
C( E) as well as C (0) (E) ≤ C( E).
Considering n = dim(H̃), a code with parameters
(n, |U| , 0, 0) is simultaneously error-free and also wiretap. By
definition, it is known that the zero-error capacity is related
to the maximum quantity of messages that are distinguishable
at the channel’s end. Since every word of the alphabet U was
associated to a state of a DFS, according to Lemma 1, we
have that
n
1
(34)
C (0) (E) = sup sup log dim H̃
n n
H̃
where n is the code length.
Regarding the wiretap part, we have that CS (E) = χBob −
Eva
χ . As a consequence of Lemma 2 we have


(0)
CS (E) ≥ max χBob − χEva
{P }


≥ max χBob − 0
{P }

=

max χBob
{P }

(35)
(36)
(37)

where the maximum is taken over all probability distributions
P over U in Bob’s Holevo quantity. The equality comes from
the HSW theorem.
There are, however, two situations to consider:
1) There is an optimum pair (S 0 , M0 ) derived from (S, M)
according to Eqs. (25) and (26). Thus, n = |S 0 | and
(0)
CS (E) = CS (E) = C (0) (E);
2) There is a DFS H̃ in the channel which is not directly
obtained from the error-free code. In this situation,
CS (E) < C (0) (E), i.e., there is error and
 leakage free
(0)
communication only if CS (E) = min C (0) , CS (E) .
This way, the final expression for the quantum zero-error
secrecy capacity of a quantum channel E can be written by
means of its zero-error and secrecy capacities, i.e.
n
o
(0)
CS (E) = min C (0) (E), CS (E)
(38)
where C (0) (E) and CS (E) are the zero-error and secrecy
capacities, respectively. It concludes the proof.
n
(0)
When CS = supH̃ supn n1 log dim H̃ , the QZESC has
single-letter characterization what is in sharp contrast with
the ordinary quantum secrecy capacity which has not [2], [3].
Besides, according to a result provided by Medeiros et al. [18],
the zero-error capacity can be reached when pure states are
used in the input. It is also true for the definition made in this
work regarding S 0 , what implies that the QZESC can also be
reached using pure states in certain situations.
Regarding the security, the results shown in this section
are in accordance with Schumacher and Westmoreland [19].
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According to them, the ability of a quantum channel to send
private information is at least as great as its ability to send
coherent information. In our case, since the information sent
can be retrieved completely free of errors, then the ability to
send private information is maximized.
A. Relation with Graph Theory
Let H̃ be a DFS existing in the channel E obtained as
described in the previous section. The graph G(0 ) = hV, Ei
for E is characterized as follows:
• The set of vertices V is composed by the elements in H̃
which will be referred by their corresponding index , i.e.,
V = {1, 2, . . . , k};
• The set of edges E connects two vertices if they are
distinguishable at the channel’s end. Since the elements
of a DFS characterize an error-free code, the states in H̃
taken pairwise are distinguishable (from the proof of the
Theorem 6). This way, the resulting graph is complete.
The n-product of G(0 ) , denoted by G(n0 ) , has V = V n and
the set of edges E is composed of pairs of such indexes whose
corresponding sequences are non-adjacent in E. The maximum
number of messages that can be transmitted without error with
G(n0 ) is the clique number of G n , which is denoted by ω(G n )
(0)

CS = sup sup
H̃

n

1
log ω(G n )
n

(39)

Given an integer and a graph, finding a clique of the size of
the given integer is a N P-Complete problem. However, some
characteristics of the zero-error and of the DFS can be taken
(0)
into account in the determination of CS . Since the graphs
produced from H̃ are complete, the clique number of G(n0 )
n

turns out to be equal to dim(H̃) . Such relation between
the clique number and the cardinality of the vertices set in
the corresponding graph is not observed in ordinary error-free
codes. This is a particularity due to the use of DFS.

0

0

The characteristic graphs of (S1 , M1 ) and (S1 , M1 ) are
illustrated in Figures 3a and 3b, respectively.

0

0

(a) (S1 , M1 )

(b) (S1 , M1 )
0

0

Fig. 3: Characteristic graphs for (S1 , M1 ) and (S1 , M1 ).
According to these characteristic graphs, the maximum
clique number is 2, in both cases obtained by the pairs (0, 1).
It leads to a zero-error secrecy capacity equal to (for n = 1
because the states are pure):
(0)

CS (E1 )

=

sup sup
S0

=
=

n

0
1
log S1
n

n

1
log 2
1
1 bits per channel use.

(40)
(41)
(42)

To verify this result according to the expression of secrecy
capacity, we used Mathematica R in the attempt to obtain the
maximum of χBob in Eqs. (43)-(44).
(0)

CS (E1 )

= χBob
= max S (p0 · ρ0 + p1 · ρ1 )
{P }

(43)
(44)

We simulated 30000 pairs of (p0 , p1 ) taking into account
the restriction that p0 + p1 = 1. As a result, we obtained the
graphic of Figure 4. As it can be seen, the maximum value of
Bob’s Holevo quantity is also equal to 1. It means that for the
(0)
channel E1 , we have that CS (E1 ) = 1 bit per channel use.

B. Examples
This section presents some detailed examples regarding the
concepts of the ZESC. Initially let’s suppose that a quantum
channel E1 has the positive zero-error capacity achieved by an
optimum pair (S1 , M1 ) as shown in Figure 2a. By following
0
0
the procedures described in Section IV-B, a pair (S1 , M1 ) can
be derived which is shown in Figure 2b.

Fig. 4: Simulation performed in the attempt to maximize the
value of χBob in Eqs. (43)-(44) over the pairs (p0 , p1 ).

(a) (S1 , M1 )

0

0

(b) (S1 , M1 )

Fig. 2: Representation of the channel E1 transitions to the input
0
0
states of the optimum pairs (S1 , M1 ) and (S1 , M1 ).

In this second example, let’s suppose that a quantum
channel E2 has positive zero-error capacity achieved by an
optimum pair (S2 , M2 ) where S2 = {ρ1 , . . . , ρ6 } and M2 =
6
{Mi = |ρi i hρi |}i=1 . The model of errors of the channel for
the input set is illustrated in Figure 5a. Since we are interested
in adjacency relations, we omitted the transition probabilities.
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From the pair (S2 , M2 ) by following the procedures
described in Section IV-B, it is possible to derive an opti0
0
0
0
mum pair (S2 , M2 ) where S2 = {ρ2 , ρ3 , ρ5 } and M2 =
0
{M2 , M3 , M5 }. The relation between the input states in S2
and the output at the channel E2 is illustrated in Figure 5b.

{P }

(48)

since S(ρ2 ) = S(ρ3 ) = S(ρ5 ) = 0 because they are pure
states. The constrain that p1 + p2 + p3 = 1 must also
be taken into account. A simulation was carried out using
Mathematica R trying to maximize the value of (48) among
20, 000 valid triples of (p1 , p2 , p3 ). The results obtained are
plotted in the graphic of Figure 7 in which two different
perspectives are shown. According to the results observed, the
highest value of χBob obtained was 1.58491 bits per channel
use, what can be considered a coincidence with the theoretical
results using the graph-theoretical approach shown in (47).

0

0

(a) (S2 , M2 )

χBob = max S (p1 · ρ2 + p2 · ρ3 + p3 · ρ5 )

(b) (S2 , M2 )

Fig. 5: Representation of the channel E2 transitions to the input
0
0
states of the optimum pairs (S2 , M2 ) and (S2 , M2 ).
0

0

The characteristic graphs of (S2 , M2 ) and (S2 , M2 ) are
illustrated in Figures 6a and 6b, respectively. Notice that
the clique number ω(G) of (S2 , M2 ) is equal to 3 and can
be obtained through the vertices (2, 3, 5), (1, 3, 5), or also
(2, 3, 6). In other hand, the clique number of ω(G(0 ) ) of
0
0
(S2 , M2 ) is also equal to 3, but can be easily obtained from
the vertices (2, 3, 5).
(a)

0

(a) (S2 , M2 )

0

(b) (S2 , M2 )
0

0

Fig. 6: Characteristic graphs for (S2 , M2 ) and (S2 , M2 ).
Regarding the zero-error secrecy capacity of the optimum
0
0
pair (S2 , M2 ) for n = 1, according to (32), it is equal to
(0)

CS (E2 )

=

sup sup
S0

n

0
1
log S2
n

(b)

n

1
=
log 3
1
≈ 1.58496 bits per channel use

(45)
(46)

Fig. 7: Two different perspectives from the graphic obtained
from the simulation of triples (p1 , p2 , p3 ) in the attempt
maximize (48)

(47)

To show the equivalence between this expression of ZESC
in terms of graphs and the secrecy capacity form, we set up
a simulation to obtain the Holevo quantity of Bob. In this
particular example, we know that the states ρ2 , ρ3 , and ρ5 are
pure, what will leave us with the following expression to the
Holevo quantity of Bob.

A third-example is simple yet non-trivial. In this case, we
have S3 = {ρi = |ii hi| , i = 0, . . . , 3}. The model of errors
is known, composed by the four following operator elements:
E0 = |0i h0|, E1 = |1i h1|, E2 = 21 |2i h2| + 21 |3i h2|, and
3
E3 = 12 |3i h3| + 21 |2i h3|. The channel E3 ≡ {Ei }i=0 is
illustrated in Figure 8a.
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0

(a) (S3 , M3 )

0

(b) (S3 , M3 )

Fig. 8: Representation of the channel E3 transitions to the input
0
0
states of the optimum pairs (S3 , M3 ) and (S3 , M3 ).
When considering this channel, one might think that there
are only 2 states belonging to a DFS (ρ0 and ρ1 ). However,
this is not the case. One might apply the procedures presented
in Section IV-B and find out three projectors P0 = |0i h0|,
P1 = |1i h1|, and P2,3 = |2i h2| + |3i h3| satisfying (25) and
(26) in such a way that the subsystems P0 H, P1 H and P2,3 H
are a DFS. The channel resulting is illustrated in Figure 8b.
The characteristics graphs related to (S3 , M3 ) and to
0
0
(S3 , M3 ) are illustrated in Figure 9. It is possible to see that
0
0
the zero-error secrecy capacity of (S3 , M3 ) is equal to the
zero-error capacity (S3 , M3 ) which is, for n = 1, equal to
(0)
CS (E3 ) = log 3 bits per symbol per channel use.

0

(a) (S3 , M3 )

0

(b) (S3 , M3 )
0

0

Fig. 9: Characteristic graphs for (S3 , M3 ) and (S3 , M3 ).
(0)

Despite the previous examples in which ZESC is CS (E) =
CS (E) = C (0) (E), there are other situations to consider. The
graph in Figure 10a shows a channel E4 which characteristic
graph is shown in
 Figure 10b. The ZESC
 of this channel is
(0)
CS (E4 ) = min C (0) (E4 ), CS (E4 ), = 21 log 5, 11 log 2 =
1 bit per symbol per channel use.

its ability to send messages with unconditional security. All
of the works investigated [20]–[22] consist of protocols for
quantum secure direct communication and deterministic secure
quantum communications where redundancy and eavesdropping check are performed, increasing significantly the number
of messages exchanges essentially necessary to carry out the
communication with security.
So far, very few contributions to the characterization of
wiretap codes have been found in the literature. The code proposed by Hamada [23], [24] is based on the Calderbank-ShorSteane codes that are suitable for practical implementation,
since they do not demand the use of entanglement. However,
the rate achieved by such codes is below the secrecy capacity
of the quantum channel in use. The work of Wilde and Guha
[25] also presents a proposition of quantum wiretap codes,
based on polar codes. Despite that, as argued by the own
authors, the code proposed may be restricted to some types
of quantum channels. Regarding the proposition of wiretap
codes from DFS and error-free quantum codes as proposed by
our work, no similar strategy was found in the literature.
Braunstein et al. [26] show the relation between DFS and
zero-error subspaces, showing that the former is an instance
of the latter. Besides that clarifying this relation, they also
propose a method for searching DFS within zero-error subspaces. This method seems to have some similarities with
the one proposed by Medeiros et al. [10]. We opted to use
the latter method because it is guaranteed optimum and also
because provides a more intuitive approach to find DFS given
a quantum error-free code. It is a key component in the
characterization of the codes proposed by us.
Regarding the capacity, Watanabe [27] characterizes a class
of more capable quantum channels in which the private and
quantum capacities are equal. However, he argues that the
conditions such that a certain channel belongs to this class
are hard to verify in general. The channel considered in our
work is more capable in this sense since such equality can be
verified, as shown in Section V.
VII. F INAL R EMARKS

(a) Channel E4

(b) Characteristic graph for E4

Fig. 10: Non-trivial example of ZESC.
VI. R ELATED W ORK
Until the work of Guedes and de Assis [6], [7], many works
exploring the use of DFS in communications did not consider

In this paper, we presented the quantum zero-error secrecy
capacity, the maximum rate in which one can send information
through a wiretapped quantum channel without decoding error
not information leakage out to the wiretapper. This capacity can be achieved with decoherence-free subspaces and
subsystems that may rely in the inner structure of some errorfree quantum codes.
The use of the codes defined in this paper provides unconditional security in the classical information conveying through
quantum channels with an additional advantage that are no
decoding errors. It is possible since the wiretapper has access
only to the environment to which no accessible information
about the secret message is leaked out. The maximum rate
in which information can be conveyed can reach the HSW
capacity of the quantum channel. A formulation in terms of
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graphs appropriated from the zero-error quantum codes was
also presented.
To illustrate the concepts regarding ZESC, detailed examples were shown in Section V-B. In all examples it was shown
how to obtain a QEAC from an error-free quantum code, and
latter how to determine the ZESC for such case. In some cases,
simulations were necessary to determine the Holevo quantity.
This paper contributes in the understanding of the relation
between noise and decoherence in quantum channels and their
impacts in information leakage out to an wiretapper. In first
instance, secrecy was reached by avoiding decoherence with
the use of DFS in the work of Guedes and de Assis [6],
[7]. However, with the recent results of Braunstein et al. [26]
pointing out that DFS are instances of zero-error subspaces,
fight decoherence also implied also in fight decoding errors.
Thus, this work unifies both ideas creating secure codes based
on DFS and on error-free quantum codes. This contributes
to the characterization of an unconditional secure way to
exchange messages without the use of classical channels nor
private keys neither previous communications.
Due to the technical difficulties to build completely closed
quantum system [4], the results shown here can be applied
to build devices that perform unconditional secure message
exchange even in the presence of noise and decoherence. It
is very promising in practical applications especially considering already existing results regarding the use of DFS in
communications [28]–[30], particularly in long-distance [31].
The same is true for the zero-error scenario in practical applications using optical quantum channels as reported recently
by Gyongyosi and Imre [32].
In future work, we suggest the investigation of more general
conditions to the existence of perfect secrecy in quantum
systems.
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